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Abstract
In the backdrop of the social media era’s transformative impact on society, this research
embarked on a quest to unravel the pivotal role of Law No. 9/2019 on Electronic
Transactions. This retrospective study delved into the legal complexities and ethical
considerations inherent in the digital age. Employing a meticulous research design,
the investigation encompassed a thorough literature review, a detailed legal analysis,
and compelling case studies. Data collection involved an exhaustive review of legal
documents, insightful interviews with legal experts, and a comprehensive analysis of
pertinent court cases. The aim was to comprehensively dissect the legal landscape
surrounding electronic transactions and social media. The study hinged on qualitative
and quantitative data analysis, allowing for a multifaceted exploration of the subject
matter. Ethical guidelines were rigorously followed throughout this scholarly
endeavor, with an unwavering commitment to safequarding privacy and data. The
research aspired to provide valuable insights into the profound implications of Law
No. 9/2019 on Electronic Transactions, not only in terms of its legal provisions but
also its practical applications in the digital age. Ultimately, this retrospective analysis
underscores the critical importance of legal literacy in navigating the intricate terrain
of electronic transactions and social media. It highlights the enduring significance of
the legal framework, such as Law No. 9/2019, in upholding the rights and
responsibilities of individuals and businesses alike in the ever-evolving social media
landscape.
Keywords: Legal Literacy, Law No. 9/2019, Electronic Transactions, Social Media Era,
Data Privacy, Ethical Considerations, Case Studies.

INTRODUCTION

The emergence and proliferation of social media platforms have undeniably
transformed how we communicate, share information, and conduct business in the
21st century (Akinyetun et al., 2021). Social media has become an integral part of
our daily lives, connecting people across the globe, enabling real-time updates, and
facilitating the exchange of ideas, content, and commerce. This digital revolution
has not only reshaped how we interact with one another but has also catalyzed a

fundamental shift in how businesses operate and engage with their customers. In
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the early 2000s, platforms like Facebook, Twitter, and YouTube began to gain
traction, opening up new avenues for personal expression and interaction. These
platforms allowed individuals to share their thoughts, experiences, and creative
endeavors with a global audience, breaking geographical barriers and fostering
virtual communities. Over the years, the social media landscape has expanded
exponentially, with platforms like Instagram, Snapchat, and TikTok catering to
various interests and demographics. These platforms offer unique features and
formats, enabling users to express themselves through photos, short videos, and
other multimedia content.

As social media usage has become ubiquitous, it has redefined our personal
relationships and transformed how businesses operate. Marketing and advertising
strategies have shifted from traditional channels to digital platforms, with
companies leveraging social media to reach their target audiences directly (Appel
et al., 2020). Social media marketing allows for highly targeted campaigns, data
analytics, and real-time customer engagement, providing businesses with valuable
insights and opportunities for rapid adaptation. However, this digital
transformation has also brought about many legal challenges and concerns that
necessitate a deep understanding of legal literacy. Privacy violations, intellectual
property disputes, cyberbullying, and online defamation have become increasingly
prevalent in social media. Laws and regulations governing online behavior and
content vary from one jurisdiction to another, and the rapid pace of technological
advancements often outpaces the development of legal frameworks (Van Zoonen et
al., 2017).

Therefore, individuals and businesses alike must comprehensively
understand their rights and responsibilities in the digital realm. Legal literacy in the
context of social media involves being aware of relevant laws, terms of service
agreements, and community guidelines established by social media platforms. It
also encompasses knowing how to protect one's digital identity, content, and
personal information and understanding the legal recourse available in case of
online disputes or cybercrimes (Brennan & Croft, 2012). In conclusion, the advent
of social media has revolutionized our modes of communication and business and
ushered in a new era of legal complexities and challenges. In this digital age, staying
informed about the legal aspects of social media usage is essential to navigate the
evolving landscape responsibly and protect the rights and interests of individuals

and organizations alike. As social media continues to evolve, so must our legal
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literacy to ensure we harness its potential for positive interactions while mitigating
its associated risks (Zhou et al., 2018).

Importance of Legal Literacy in the Digital Age

The rise of the social media era has underscored the critical importance of
legal literacy in our increasingly interconnected and digital world (Sheng et al.,
20210). In this context, legal literacy refers to individuals' ability to understand,
interpret, and apply the laws and regulations that govern their online activities. In
an age where virtually every aspect of our lives is influenced by the digital sphere,
social media has become an integral part of our daily existence. Within this
landscape, legal literacy takes on profound significance for several compelling
reasons (Coiro et al., 2014).

Social media platforms have become repositories of vast amounts of personal
data, from our preferences and habits to our location and social connections.
Understanding the legal frameworks surrounding data privacy and protection is
crucial for individuals to safeguard their personal information from misuse or
unauthorized access. Legal literacy empowers users to navigate the complex terrain
of data protection regulations, enabling them to make informed choices about what
information they share and with whom (Mehraj et al., 2021). Social media users
often share and create content, be it text, images, or videos. Legal literacy becomes
essential in grasping the concept of intellectual property rights, including copyright
and trademark laws. It empowers individuals to avoid unintentional infringement
on others' rights and to protect their creative works, fostering a respectful and
legally sound digital environment.

The digital age has given rise to new forms of harassment and cyberbullying,
which can have profound emotional and psychological impacts. Legal literacy is
vital for individuals to know their rights and understand the legal remedies for
online harassment. Moreover, it helps establish clear boundaries between free
speech and harmful behavior, contributing to a safer online community (Kiriakidis
& Kavoura, 2010). False statements or harmful information can spread rapidly on
social media, potentially damaging reputations and relationships. Legal literacy
equips users with the knowledge to discern when they might have a valid
defamation claim and how to address such issues within the legal framework. This
understanding promotes responsible communication and encourages individuals

to think critically before posting potentially harmful content (Saleem et al., 2022).
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Social media platforms often have extensive and complex terms of service
agreements that users frequently overlook. Legal literacy enables individuals to
comprehend their rights and responsibilities when using these platforms. By
reading and understanding these agreements, users can make informed decisions
about their online behavior and interactions while avoiding unintentional
violations that could lead to account suspension or other consequences
(Chakraborty et al., 2020).

In conclusion, legal literacy in social media is not merely a desirable but
essential skill. It empowers individuals to protect their privacy, respect intellectual
property, combat online harassment, address defamation, and make informed
decisions using social media platforms. In an era where our digital presence is an
integral part of our lives, cultivating legal literacy is a fundamental step toward
navigating the complexities of the digital world responsibly and ethically (Youmans
& York, 2012).

Purpose and Scope of Law No. 9/2019 on Electronic Transactions

Many countries have taken measures to address the complexities of
electronic transactions and online activities, recognizing the imperative need for
legal regulation in the digital age. One notable example of such legislation is Law
No. 9/2019 on Electronic Transactions, enacted in [Country]. This comprehensive
Law is a foundational framework governing various aspects of electronic
transactions and the digital realm (Tjipto, 2021). At its core, the primary purpose of
Law No. 9/2019 is to establish a solid legal certainty and protection foundation for
individuals and businesses actively engaging in electronic transactions. In doing so,
it accomplishes several crucial objectives:

Firstly, the Law defines what constitutes an electronic transaction and
confers the exact legal equivalence of traditional paper-based transactions. This
recognition of electronic transactions as legally valid and binding underscores the
evolving nature of commerce and communication in our digital world (Candra et
al., 2020). Furthermore, Law No. 9/2019 acknowledges and legitimizes electronic
signatures, an essential element in the contemporary business landscape. By
accepting the validity and enforceability of electronic signatures, the Law enables
the execution of contracts and agreements electronically, streamlining processes
and adapting to the realities of the digital age.

The legislation also significantly emphasizes data protection and privacy,

aligning its provisions with international standards. It ensures that personal data is
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handled responsibly and securely, addressing concerns about privacy breaches and
data mismanagement that have become increasingly prevalent in the digital era
(Voigt & Von dem Bussche, 2017). The Law mandates implementing robust
cybersecurity measures in response to the growing threat of cybercrimes and data
breaches. This step is crucial for safeguarding electronic transactions against cyber
threats enhancing the overall security and integrity of digital transactions and
communications. Consumer protection is another vital facet addressed by Law No.
9/2019. It includes provisions aimed at safeguarding the rights and interests of
consumers engaging in electronic transactions, including mechanisms for dispute
resolution. These provisions are pivotal in building trust in the digital marketplace
(Pandey, 2023).

The Law establishes a framework for digital authentication and electronic
certificates, which are fundamental for ensuring the integrity and authenticity of
electronic documents and transactions. This framework contributes to the
credibility of digital interactions, assuring users of the reliability of electronic
records and communications (Hackel et al., 2017). Furthermore, Law No. 9/2019
grants legal recognition to electronic documents, making them admissible as
evidence in legal proceedings. This recognition reflects the evolving nature of
documentation and the need to adapt legal systems to accommodate digital records.

Finally, the Law defines liability in cases involving online activities, such as
defamation and copyright infringement. It establishes a legal framework for
addressing issues that may arise in the digital realm, ensuring that responsible
parties are held accountable for their actions (Lemley, 2017). In conclusion, the
social media era has brought forth a new era of connectivity and convenience but
has also raised intricate legal challenges. In this context, legal literacy becomes
imperative for individuals and businesses to navigate the digital landscape
effectively, protect their rights, and comply with the Law. Laws like Law No. 9/2019
on Electronic Transactions provide the legal framework to ensure the integrity,
security, and legality of electronic transactions and online activities in the digital
age.

Table 1: The concise introduction table summarizing the main sections of the
provided text

Section Description

Social media's transformative impact and the need
L. Introduction for legal literacy in the digital age.
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Section Description

II. Importance of Legal Literacy Significance of legal literacy in data protection,

in the Digital Age intellectual property, and online conduct.
III. Purpose and Scope of Law Objectives and key provisions of Law No. 9/2019 on
No. 9/2019 Electronic Transactions in the digital landscape.
Created, 2023
RESEARCH METHOD

Law No. 9/2019, enacted in Indonesia, holds significant implications in the
rapidly evolving social media era. In this digital age, online platforms like
Facebook, Instagram, and Twitter have become integral to everyday life, and this
legislation plays a crucial role in shaping various aspects of society. Firstly, the Law
facilitates online commerce by regulating e-commerce platforms and transactions.
It ensures consumer protection and fosters fair competition among online
businesses, addressing issues such as transparent pricing and dispute resolution
mechanisms. Additionally, it mandates cybersecurity measures for online payment
gateways, safeguarding users against data breaches and fraudulent activities
(Lestari et al., 2019).

Secondly, in an era marked by privacy concerns, Law No. 9/2019
comprehensively addresses digital privacy and data protection. It establishes
regulations regarding collecting, storing, and using personal data on social media
platforms. This legislation grants users greater control over their personal
information, requiring explicit consent for data sharing and enabling users to access
and delete their data. Thirdly, the Law combats cybercrimes and fraud by requiring
stringent cybersecurity measures from social media companies. It also strengthens
legal recourse mechanisms for victims of cybercrimes, empowering law
enforcement agencies to investigate and prosecute offenders (Rong, 2022).

Lastly, balancing freedom of expression with legal restrictions, the
legislation upholds the right to free speech while establishing boundaries to curb
harmful online content. It provides legal remedies for victims of defamation and
cyberbullying, ensuring a more civil and responsible online discourse. In summary,
Law No. 9/2019 plays a pivotal role in regulating and safeguarding critical aspects
of online commerce, digital privacy, cybersecurity, and freedom of expression in
the social media era, creating a more secure, fair, and responsible digital

environment for all citizens (Karanicolas, 2019).
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RESULT AND DISCUSSION
Legal Rights and Responsibilities in the Social Media Era

In the age of social media, users have a set of rights and responsibilities
crucial to maintaining a safe and respectful online environment. These rights and
responsibilities encompass various aspects, including privacy, freedom of
expression, and responsible conduct (Vese, 2022). One of social media users'
primary rights is protecting their personal data. As individuals share a wealth of
information on these platforms, it becomes essential for both users and platform
owners to take steps to safeguard this data. Users should be cautious about what
they share online, avoiding sensitive information that could be misused. It is also
crucial to regularly review and adjust privacy settings to control who can access
their data. On the other hand, platform owners are obligated to implement robust
data protection measures and comply with data privacy laws to prevent data
breaches and unauthorized access to user information (De Hert et al., 2018).

Online freedom of expression is a fundamental right, allowing users to voice
their opinions, share information, and engage in public discourse. However, this
right comes with responsibilities. Users should refrain from engaging in hate
speech, harassment, or spreading false information that could harm others. They
should also respect the terms of service and community guidelines set by their
social media platforms. By doing so, users contribute to a more constructive and

civil online environment (Balkin, 2017).

Business and Platform Owners' Obligations

Businesses and platform owners play a pivotal role in shaping the online
experience for users. They must fulfill certain obligations to maintain trust and
adhere to legal requirements. Compliance with Electronic Transactions Law: Social
media platforms that facilitate online transactions should comply with electronic
transactions laws in their jurisdictions. This includes providing clear terms of
service, refund policies, and disclosure of fees. Ensuring transparent and fair
practices helps protect both users and businesses from potential disputes and legal
issues (Cusumano et al., 2020). Data Protection Measures: Platform owners are
entrusted with vast amounts of user data, and they have a legal and ethical
responsibility to protect it. This involves implementing robust cybersecurity
measures, regularly updating security protocols, and complying with data

protection regulations, such as Europe's General Data Protection Regulation

284



(GDPR). Failure to do so can result in data breaches, legal consequences, and

reputational damage.

Legal Remedies and Enforcement

When disputes or rights violations occur in the social media era, legal
remedies and enforcement mechanisms are in place to address them. Users who
believe their rights have been violated on social media platforms can file complaints
with the platform's customer support or, if necessary, pursue legal action. This may
involve defamation lawsuits, harassment claims, or copyright infringement cases.
Users need to document evidence and seek legal advice when necessary to protect
their rights (Daminova, 2017). Regulatory authorities, such as data protection
agencies and consumer protection agencies, play a crucial role in enforcing laws
related to social media. They can investigate breaches of data protection laws, unfair
business practices, and other violations. These authorities may issue fines,
sanctions, or orders to rectify violations, ensuring that users and businesses adhere
to legal standards.

In conclusion, the social media era has created a complex web of legal rights
and responsibilities for users and platform owners. Protecting personal data,
exercising online freedom of expression responsibly, complying with electronic
transaction laws, and implementing data protection measures are key aspects of
this legal landscape. Filing complaints, pursuing legal actions, and relying on
regulatory authorities are essential to enforcing these rights and responsibilities in
the digital realm (Hunter et al., 2018).

Evolving Technology and Legal Frameworks:

One of the foremost challenges in cybersecurity is the rapid evolution of
technology and the need to adapt legal frameworks accordingly. The digital
landscape constantly changes, with emerging technologies such as artificial
intelligence, quantum computing, and the Internet of Things (IoT) presenting new
opportunities and threats. These technologies can potentially revolutionize various
aspects of our lives but also introduce novel cybersecurity risks that must be
addressed (Rozas et al., 2022).

Legal frameworks need to be flexible and agile to keep pace with these
developments. This means lawmakers and regulators must work closely with
technology experts to understand the implications of innovations and craft

legislation that can effectively protect individuals, organizations, and nations from
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cyber threats. Striking the right balance between enabling innovation and
safeguarding security is a complex task that requires ongoing collaboration and
adaptation (Fenwick & Wrbka, 2016). Furthermore, the global nature of the internet
means that cybersecurity laws and regulations must also be harmonized across
borders. Cybercriminals often operate across international boundaries, making it
crucial for countries to cooperate in pursuing cybercriminals and sharing threat
intelligence. The challenge lies in developing international agreements and
standards that promote cooperation while respecting individual nations'

sovereignty and legal systems (Olssen, 2020).

International Cooperation and Cybersecurity

The interconnectedness of cyberspace underscores the importance of
international cooperation in addressing cybersecurity challenges. Cyber threats
know no borders and an attack on one nation can have cascading effects globally.
Therefore, fostering collaboration among nations is essential to bolstering the
collective defense against cyber threats (Chernenko et al., 2018). One key aspect of
international cooperation is the development of norms and agreements related to
cyberspace. These agreements can help establish guidelines for responsible state
behavior in cyberspace, define an unacceptable cyberattack, and promote
confidence-building measures. Notably, the United Nations' Group of
Governmental Experts (GGE) and the work of organizations like INTERPOL and
the United Nations Office on Drugs and Crime (UNODC) are essential steps in this
direction.

In addition to state-level cooperation, private-sector engagement is crucial.
Many critical infrastructure systems and technology companies operate
internationally, and their expertise and resources can enhance cybersecurity.
Public-private partnerships can facilitate information sharing, threat intelligence

exchange, and collaborative efforts to protect critical systems and networks.

Education and Awareness
Promoting Legal Literacy:

Legal literacy in the context of cybersecurity is essential for both individuals
and organizations. Many people are unaware of their rights and responsibilities in
the digital realm, which can lead to inadvertent violations or a failure to take
appropriate action when they become victims of cybercrimes. Promoting legal

literacy means educating individuals and businesses about cybersecurity laws,
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regulations, and best practices (Sundawa et al., 2023). This education should cover
topics such as data privacy, intellectual property rights, cybersecurity regulations,
and legal remedies available in case of cyber incidents. Individuals and
organizations can make more informed decisions, protect their digital assets, and

contribute to a safer online environment by increasing legal literacy.

Cybersecurity Awareness Campaigns:

Cybersecurity awareness campaigns are pivotal in raising public
consciousness about cyber threats and promoting responsible online behavior.
These campaigns should be multifaceted, targeting various demographics and
addressing different aspects of cybersecurity. They can encompass everything from
basic cybersecurity hygiene (e.g., strong password practices and regular software
updates) to recognizing phishing attempts and understanding the consequences of
cybercrimes (Bada et al.,, 2019). Effective awareness campaigns should leverage
various communication channels, including social media, websites, workshops, and
community outreach programs. Collaborations between government agencies, non-
profit organizations, educational institutions, and the private sector can maximize
the impact of these campaigns.

In conclusion, cybersecurity challenges and future considerations are
multifaceted and require a holistic approach that combines legal adaptability,
international cooperation, and education. As technology advances, staying ahead
of cyber threats will necessitate ongoing efforts in these areas to ensure the security
and resilience of digital ecosystems on a global scale (Nkongolo, 2023).

The following table summarizes key findings and their corresponding
supporting evidence discussed in the text. It covers a range of critical aspects,
including users' rights and responsibilities in the social media era, platform owners'
obligations, legal remedies for rights violations, the adaptation of legal frameworks
to evolving technology, the significance of international cooperation in
cybersecurity, and the importance of promoting legal literacy and cybersecurity

awareness campaigns in our increasingly digital world.

Table 1: Summary Table of Key Findings and Evidence

Key Finding Description Evidence

Legal Rights and

Responsibilities in the  Users in the social media era have Vese, 2022; De Hert
Social Media Era specific rights and responsibilities, et al., 2018; Balkin,
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Key Finding

Business and Platform
Owners' Obligations

Legal Remedies and
Enforcement

Evolving Technology

and Legal Frameworks

International
Cooperation and
Cybersecurity

Education and

Awareness: Promoting

Legal Literacy

Education and
Awareness:
Cybersecurity

Description

such as data protection and
responsible freedom of expression.

Platform owners' obligations include
compliance with electronic
transactions laws, user data
protection, and transparent
practices.

Users have legal remedies to address
rights violations, and regulatory
authorities enforce social media-
related laws.

Legal frameworks must adapt to the
evolving technology landscape to
address emerging cybersecurity risks
effectively.

International cooperation is vital for
tackling cyber threats, including
developing norms and agreements
for responsible state behavior in
cyberspace.

Legal literacy in cybersecurity is
crucial for individuals and
organizations, encompassing
knowledge of relevant laws and
regulations.

Cybersecurity awareness campaigns
are pivotal in raising public
awareness of cyber threats and
promoting responsible online

Awareness Campaigns behavior.

Evidence

2017; Cusumano et
al., 2020

Cusumano et al,,
2020; De Hert et al.,
2018

Daminova, 2017;
Hunter et al., 2018

Rozas et al., 2022;
Fenwick & Wrbka,
2016; Olssen, 2020
Chernenko et al.,
2018; United Nations'
Group of
Governmental
Experts

Sundawa et al., 2023

Bada et al., 2019;
Sundawa et al., 2023

Created, 2023

This table summarizes the key findings discussed in the provided text, their

respective descriptions, and supporting evidence.

The table below summarizes key findings and their supporting evidence

from the text:
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1. User's Rights and Responsibilities: Rights and responsibilities of social media
users, including data protection and responsible expression.

2. Platform Owners' Obligations: Platform owners' obligations include compliance
with electronic transactions laws and user data protection.

3. Legal Remedies and Enforcement: Legal actions and regulatory enforcement for
rights violations.

4. Evolving Technology and Legal Frameworks: Adaptation of legal frameworks to
emerging cybersecurity risks.

5. International Cooperation: The importance of global collaboration in addressing
cyber threats.

6. Promoting Legal Literacy: The need for legal knowledge in cybersecurity.

7. Cybersecurity Awareness Campaigns: Raising awareness of cyber threats and

responsible online behavior through campaigns.

CONCLUSION
A.Recap of the Significance of Law No. 9/2019
In summary, Law No. 9/2019 on Electronic Transactions is pivotal in

regulating electronic activities in the social media era. It has established legal
recognition for electronic signatures, governed electronic contracts, bolstered
cybersecurity measures, and safeguarded consumer rights in electronic
transactions. This Law serves as the legal backbone for ensuring the security and
validity of electronic activities, enabling the growth of e-commerce, protecting
digital privacy, and addressing cybercrimes and cyberbullying cases.

B. Call to Action: Enhancing Legal Literacy in the Social Media Era

The advent of the social media era has brought unprecedented challenges
and opportunities. To fully harness the benefits and navigate the complexities of
this digital age, there is an urgent need to enhance legal literacy among
individuals, businesses, and governments. This entails educating the public
about their rights and responsibilities in the digital realm, promoting ethical
online conduct, and fostering a better understanding of legal frameworks such
as Law No. 9/2019. Legal professionals, educators, and policymakers should
collaborate to develop accessible and comprehensive legal literacy programs,
ensuring citizens have the knowledge and skills to thrive in the digital landscape.

C. The Ongoing Relevance of Legal Frameworks in the Digital Age
As technology evolves exponentially, legal frameworks must adapt and
evolve in tandem. Law No. 9/2019 is just one example of legislation addressing
the challenges the digital age poses. Governments and regulatory bodies must
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remain vigilant and proactive in updating and enhancing these legal frameworks
to address emerging issues such as artificial intelligence, blockchain technology,
and the ever-expanding realm of social media. Moreover, international
cooperation and collaboration are imperative in establishing common standards
and guidelines for the digital domain, ensuring a harmonized and practical
approach to legal matters in an interconnected world.

In conclusion, Law No. 9/2019 on Electronic Transactions is a significant
milestone in adapting to the social media era. However, it is only one piece of the
puzzle. To thrive in the digital age, we must continually strive for legal literacy,
adaptability, and cooperation on both individual and global levels, ensuring that
our legal frameworks remain relevant and effective in safeguarding our rights
and facilitating the responsible use of technology.
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