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Abstract 

Technological disruption in the digital age presents complex challenges for Islamic 
Religious Education (PAI) in shaping pupils’ Islamic character, whilst simultaneously 
opening up innovative opportunities for strengthening moral values through digital media. 
This study aims to critically analyse the implementation of moral and digital ethics 
education in PAI lessons in schools, as well as to identify the challenges and strategies for 
strengthening Islamic character amidst technological disruption. The method employed 
was a literature review using a qualitative-descriptive approach, in which data were 
collected through the search, identification, analysis and synthesis of various relevant 
academic sources. The research findings indicate that the implementation of digital ethics 
and moral education in PAI has been carried out through various models, such as the 
integration of Islamic values into technology-based learning, teachers serving as 
exemplary role models (uswah hasanah), the utilisation of digital platforms for daily moral 
guidance, and strategic collaboration between schools and parents. However, this 
implementation still faces significant challenges, including low digital literacy among PAI 
teachers, technological distractions that divert pupils’ attention, a lack of supervision from 
parents and teachers, exposure to negative content, and social media addiction that 
hinders the internalisation of moral values. The recommended strategies for 
strengthening Islamic character include the integration of Islamic values into every digital 
learning activity, strengthening teachers’ role as role models in the digital space, the 
development of digital literacy grounded in Islamic values covering cognitive, technical, 
ethical and spiritual dimensions, close collaboration between schools and families, and the 
application of a reflective-dialogic learning approach that emphasises critical discussion of 
digital ethical dilemmas. Through a comprehensive, holistic and sustainable approach, 
Islamic Religious Education (PAI) can be transformed from merely the transfer of religious 
knowledge into a vehicle for character development that equips learners with digital 
competencies and ethical awareness to become responsible digital citizens of noble 
character who contribute positively to society in the Society 5.0 era. 
Keywords: Islamic character, Islamic Religious Education, technological disruption, moral 

education, digital ethics, Islamic digital literacy. 

 

 

https://felifa.net/index.php/INJOE
mailto:muhammadyusuf@uin-antasari.ac.id
mailto:fendi@uin-antasari.ac.id


30 
 

 

Introduction 

The Fourth Industrial Revolution and Society 5.0 have brought about fundamental 

transformations in various aspects of life, including education, where rapid advances in 

digital technology have created a disruption that is altering patterns of interaction, access 

to information, and the way the younger generation learns (Putra et al., 2020); (Putra and 

Aslan, 2020). In the context of Islamic education, technological disruption presents a 

complex paradox: on the one hand, it opens up opportunities for adaptive and creative 

learning innovations; on the other hand, it threatens the moral and spiritual degradation 

of learners due to the overwhelming flow of information that is not always in line with 

Islamic values (Widjaja and Aslan, 2022). This phenomenon demands that Islamic Religious 

Education (PAI) not only adapt technically but also undergo a philosophical and 

pedagogical reorientation in order to remain relevant and effective in shaping Islamic 

character amidst an increasingly dominant digital reality. 

The first challenge facing Islamic education in the era of disruption is the gap 

between traditional teaching methods, which remain dominant, and the nature of the 

digital generation, who prefer interactive, visual and technology-based learning 

(Trisnawati et al., 2025). If not adapted promptly, Islamic Education (PAI) runs the risk of 

losing its appeal and relevance in the eyes of pupils who have become accustomed to the 

fast-paced, engaging and personalised dynamics of digital content. This situation is 

exacerbated by the fact that many PAI teachers still face limitations in their digital 

competence, both in the technical aspects of using learning platforms and in strategies for 

integrating moral values into digital media (Utami et al., 2024). 

A further challenge is the abundance of unverified, extreme, or even deviant 

religious information in the digital space that strays from moderate Islamic teachings, 

thereby potentially influencing pupils’ religious understanding and practice (Aslan, 2019). 

The dominance of social media algorithms, which tend to highlight sensational content 

and polarise religious understanding, further undermines the authority of traditional 

religious figures such as ulama and teachers, who were previously the primary sources of 

religious guidance. In this context, the principle of tabayyun (verification of information), 

as taught in the Qur’an, serves as a critical foundation that should equip students with a 

selective and responsible approach to consuming digital religious content (Anwar et al., 

2026). 

Moral degradation in cyberspace is becoming an increasingly worrying 

phenomenon, characterised by the spread of fake news, hate speech, cyberbullying, and 

various other forms of digital crime, which highlight a disconnect between internet users’ 

technical skills and their ethical awareness (Sofyana and Haryanto, 2023). Data from the 

Digital Civility Index indicates that levels of digital civility in Indonesia remain low, 

reflecting an ethical crisis in interactions within virtual spaces. The main issue lies not 

merely in breaches of digital ethics, but in the breakdown of the chain of moral education 

that should be continuous between the real world and the virtual world, meaning that 
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learners lack consistent moral guidance on how to behave in both spheres (Darmawan and 

Sagita, 2026). 

From an Islamic perspective, digital ethics is not merely a social convention, but a 

manifestation of religious belief and the perfection of faith, which carries theological 

implications (Anwar et al., 2026). The main principles of digital ethics in Islam include: (1) 

Muraqabatullah, which is the inner awareness of Allah’s supervision as an internal control; 

(2) Tabayyun, which is the obligation to verify information to prevent slander; (3) Integrity 

and trustworthiness in managing information; and (4) Control over speech and writing 

based on the principle of ‘speak well or remain silent’, as stated in the hadith narrated by 

al-Bukhari (Anwar et al., 2026). These principles should form the foundation for 

formulating an integrative and revelation-based digital ethics education, rather than 

merely an adaptation of secular norms. 

Islamic Religious Education (PAI), as a curricular component in schools and 

madrasahs, plays a strategic role in shaping pupils’ moral character and ethical behaviour, 

including equipping them with an understanding of digital ethics grounded in Islamic 

values (Yanti et al., 2022). Through the subjects of Aqidah-Akhlak, Fiqh, and Al-Qur’an-

Hadith, PAI has the opportunity to instil values such as honesty (siddiq), responsibility 

(amanah), verification (tabayyun), and maintaining honour (iffah) within the context of 

digital technology use. However, the implementation of this digital ethics education still 

faces various obstacles, such as limited facilities, low student motivation to learn, and a 

lack of parental involvement in monitoring children’s digital behaviour at home (Untari et 

al., 2025). 

On the other hand, digital technology also offers significant opportunities to 

strengthen the internalisation of Islamic character values through various innovative 

learning media, such as educational videos, interactive e-learning platforms, Qur’an 

memorisation apps, and digital da’wah content that appeals to the younger generation 

(Erwan et al., 2023) . Research indicates that digital media-based learning can enhance 

pupils’ participation and understanding of moral values, despite facing challenges such as 

limited facilities, a lack of teacher competence, and minimal parental support (Yajie et al., 

2023). Thus, the main challenge lies not in the technology itself, but in how to design 

systemic, holistic and sustainable implementation strategies to optimise the positive 

potential of technology whilst mitigating its negative risks. 

Recommended implementation strategies include digital training and the provision 

of infrastructure, peer mentoring amongst teachers, advocacy for digital ethics, and 

periodic evaluation of teacher and pupil behaviour in digital spaces (Sholeh et al., 2025). 

The implementation mechanism for this curriculum involves six main stages: (1) curriculum 

design that integrates Islamic Education (PAI) and digital competences; (2) teacher 

training in TPACK (Technological Pedagogical Content Knowledge) and the development 

of professional learning communities; (3) contextualisation of materials to suit local school 

conditions; (4) the provision of resources such as a Learning Management System (LMS) 

and digital content; (5) a blended learning system combining face-to-face and online 
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learning; and (6) periodic evaluation involving teachers and parents (Ismatullah, 2019). This 

approach requires a collective commitment from education stakeholders, ranging from 

policymakers, school administrators and teachers to parents. 

However, various obstacles are still encountered in the implementation of digital 

ethics education, such as the digital access and literacy gap between urban and rural areas, 

changes in the nature of the educational relationship between teachers and pupils, and 

cultural resistance to the shift from traditional to digital methods. Limited technological 

resources, particularly in rural areas and among families with limited economic means, 

pose a serious problem that hinders equitable access to high-quality digital learning 

(Trisnawati et al., 2025). Furthermore, challenges in the internalisation of values, the high 

potential for digital distractions, and the limited availability of content aligned with Islamic 

teachings also present obstacles that need to be addressed through innovation and multi-

stakeholder collaboration (Harahap et al., 2023). 

In the Indonesian context, these challenges are further complicated by cultural 

diversity, varying levels of digital literacy, and socio-political dynamics that influence the 

educational ecosystem. Therefore, strengthening Islamic character in Islamic Education 

(PAI) amidst technological disruption requires an approach that is contextual, adaptive, 

and sensitive to local realities, without compromising the universal Islamic principles of 

morals and ethics. This article aims to critically analyse the implementation of digital ethics 

and moral education in PAI lessons in schools, as well as to identify strategies for 

strengthening Islamic character that are relevant to the context of technological 

disruption in Indonesia. 

 
Research Method 

This study employs a literature review using a qualitative-descriptive approach, in 

which data were collected through the search, identification, analysis, and synthesis of 

various academic literature sources relevant to the theme of strengthening Islamic 

character in Islamic Religious Education (PAI) amidst technological disruption. Primary 

data sources include national and international journal articles, books, and other 

documents. Data analysis was conducted using content analysis, comprising the stages of 

data reduction, data presentation, and drawing conclusions to construct a comprehensive 

understanding of the implementation of digital ethics and moral education, the challenges 

faced, and effective strategies for strengthening Islamic character within the context of 

IRE learning in schools (Walliman and Walliman, 2021); (Eliyah and Aslan, 2025). 

 
Results and Discussion  

Implementation of Digital Ethics and Morality Education in Islamic Religious Education 

The implementation of digital ethics and moral education in Islamic Religious 

Education (PAI) requires a comprehensive, systematic and integrated approach across 

various dimensions of learning, ranging from curriculum planning, the selection of media 

and teaching methods, to the assessment of pupils’ behaviour in the digital space. In the 



33 
 

context of the Society 5.0 era, digital literacy in Akidah Akhlak education must encompass 

four main dimensions, namely the cognitive dimension (conceptual understanding), 

technical (skills in using technology), ethical (moral awareness), and spiritual 

(transcendental awareness), with a digital project-based learning approach serving as an 

effective strategy for internalising moral values in real-world practice (Sumiati, 2020). This 

multidimensional approach ensures that learners are not only technically proficient but 

also possess a strong moral and spiritual foundation in navigating the complexities of the 

digital space. 

At the curricular level, the implementation of digital ethics education is carried out 

through the integration of digital literacy and Islamic ethics into core subjects; this is not 

limited to Islamic Education (PAI) but also extends to general subjects such as Information 

and Communication Technology (ICT), which teaches how to create digital content whilst 

also covering the ethics of citing sources to avoid plagiarism and gharar (uncertainty) in a 

digital context (Sitepu et al., 2022) . Islamic Education (PAI) subjects, particularly Aqidah-

Akhlak, Fiqh, and Al-Qur’an-Hadith, serve as strategic vehicles for instilling values such as 

honesty (siddiq), responsibility (amanah), verification of information (tabayyun), and 

preserving honour (iffah) in digital interactions. Furthermore, madrasahs and Islamic 

schools have developed specialised modules on digital ethics (adab al-internet) drawn 

from contemporary fiqh studies on digital muamalah, so that pupils have clear normative 

guidance when interacting in virtual spaces (Safitri et al., 2025). 

The integration of moral values into digital media-based Islamic Education (PAI) can 

be achieved through several complementary approaches. Firstly, integration through 

lesson planning, whereby PAI teachers need to formulate learning objectives that not only 

emphasise cognitive aspects but also explicitly incorporate the ethical values to be 

instilled, such as honesty when answering online questions, respecting peers’ opinions in 

online discussions, or maintaining proper etiquette when commenting on social media 

(Nasution, 2024). These values are then integrated into teaching materials, learning 

activities and assessment tools, so that character development becomes an integral part 

of the learning process, rather than merely an add-on or a side effect expected to arise 

automatically. 

Secondly, integration through digital media content, whereby the learning 

materials used—such as videos, animations, interactive modules, or e-learning 

platforms— must contain moral messages aligned with Islamic values, such as stories of 

the exemplary conduct of the Prophet and his companions in a contemporary context, 

illustrations of the consequences of ongoing sin (dosa jariyah) in spreading hoaxes, or 

inspirational testimonials on the benefits of technology for the good of the ummah 

(Ismatullah, 2019). Well-designed digital content not only conveys information but also 

touches the heart and inspires action, thereby encouraging learners to emulate the 

positive values portrayed in such media. The selection of ethical and educational digital 

media is key to the success of this approach, as content that is inconsistent with Islamic 

values can, in fact, become a source of moral degradation. 
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Thirdly, integration through participatory learning methods, in which digital media 

are utilised to support online discussions, collaborative projects, and reflective tasks 

focused on character development, such as creating anti-misinformation campaigns on 

social media, designing infographics on Islamic digital ethics, or producing short videos on 

internet etiquette in accordance with Islamic guidance (Ismaniya and Rofiq, 2025). This 

method enables pupils to learn actively, critically and creatively, whilst honing their digital 

collaboration and communication skills, which are essential competencies in the 4.0 era. 

Thus, technology serves not only as a learning aid but also as a platform for hands-on 

practice to internalise moral values in a real-world context. 

At the institutional level, schools and madrasahs establish clear and educational 

policies regarding the use of mobile devices, whereby an effective policy is not a total ban, 

but the implementation of ‘smart hours’ and ‘device-free zones’ in specific areas such as 

prayer rooms, libraries and examination halls to foster awareness of the limits of 

technology use in the contexts of worship and academic study (Darmawan and Sagita, 

2026). Madrasahs are also actively building a safe digital ecosystem, such as providing Wi-

Fi with filters to block harmful content, creating an internal learning platform (Learning 

Management System/LMS) that serves as a safe space for student expression, and 

implementing an internet usage monitoring system to detect potential breaches of digital 

ethics at an early stage. These institutional policies create an environment conducive to 

the consistent and sustainable internalisation of digital ethical values. 

The implementation strategy for digital ethics education also includes the use of 

digital communication platforms for daily ethical guidance, such as utilising class 

WhatsApp groups to send moral coaching videos, daily Islamic quotations, and 

programmes for students to reflect on their behaviour through digital journals 

documented on a regular basis (Apriyani et al., 2025). Teachers utilise digital media such as 

Islamic educational videos, religious-themed multimedia presentations, digital Qur’an 

applications, and online learning platforms to instil moral values, discipline, and 

responsibility in everyday interactions (Annisya and Resty, 2025). These digital platforms 

serve as effective channels of communication to strengthen teacher-pupil relationships 

and create a mutually supportive learning community for character development. 

In terms of setting a good example, PAI teachers must be able to utilise social media 

positively and act as good role models (digital uswah hasanah) for pupils. Before teaching 

pupils about digital ethics, teachers need to demonstrate directly how to use social media 

wisely, such as creating positive content, responding to criticism politely, and sharing 

accurate information via their personal accounts (Al-hasnah et al., 2026). This exemplary 

behaviour can be demonstrated through the use of polite language in school 

communication groups, a courteous attitude when responding on social media, and 

avoiding the dissemination of content that contradicts Islamic values. Without such 

exemplary behaviour, digital ethics education will merely be rhetoric without any 

transformative impact on pupils’ behaviour. 
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One successful concrete implementation is the use of a learning contract as a guide 

to digital ethics at the start of the term, which sets out a code of conduct for behaviour in 

the digital space, including a ban on spreading hate speech, respecting peers’ privacy, and 

not misusing learning platforms for non-academic purposes (Ramadhan, 2023). This 

learning contract is signed by pupils, teachers and parents as a form of shared 

commitment to creating a digitally ethical ecosystem, and serves as the basis for 

disciplinary action in the event of a breach. This approach provides clarity on norms and 

consequences, ensuring pupils have clear guidance on how to behave in the digital space. 

The implementation of digital ethics education within the Akidah Akhlak curriculum 

also requires innovative and contextual learning strategies, such as case-based learning 

that addresses contemporary digital phenomena, the use of digital media as interactive 

learning tools, and interactive discussions on ethical challenges in the era of AI, deepfakes, 

and social media algorithms (Nola et al., 2025). This strategy enables learners to develop 

critical, analytical and reflective thinking skills in addressing digital ethical dilemmas, whilst 

strengthening their understanding of the relevance of Islamic values in the contemporary 

context. Thus, learning is not merely theoretical, but also practical and responsive to social 

realities. 

At the social-collaborative level, digital ethics education cannot be undertaken by 

schools alone, so madrasahs establish strategic partnerships with parents through the 

‘Raising Children in the Digital Age’ parenting workshop, digital school communities that 

connect education stakeholders virtually, digital community forums involving religious and 

community leaders, and cross-sectoral programmes that integrate the efforts of various 

parties to strengthen an ethical digital ecosystem (Setyaningsih et al., 2025). Collaboration 

with parents takes place through school communication groups and parenting sessions to 

align the values taught at school with practices at home, so that pupils do not experience 

a dissonance of values between these two environments, which should ideally reinforce 

one another. 

The model of Islamic moral education developed for the post-digital era is Digital 

Spiritual Consciousness-Based Islamic Moral Education (PAI-DSC), comprising a 

philosophical-theological foundation, a pedagogical-psychological framework, a digital 

moral curriculum, transformative learning strategies, and a holistic supporting ecosystem 

(Saputra et al., 2024). This model emphasises a shift from an instructional approach to a 

transformative approach that emphasises digital spiritual awareness, whereby learners 

are not only taught what is right and wrong, but are also guided to develop a 

transcendental awareness that all their digital activities are observed by Allah and have 

consequences in the hereafter. This approach results in a deeper and more sustainable 

internalisation of values. 

The implementation of the collaborative model is also carried out through a digital 

role model programme involving positive influencers from among pupils, teachers and 

community leaders to serve as collective role models in the ethical use of technology, as 

well as the documentation and dissemination of best practices in utilising technology for 
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the benefit of the community via widely accessible digital platforms (Hermawan et al., 

2023). The development of inspirational content showcasing digital role models—such as 

stories of pupils using social media for religious outreach, teachers innovating in digital 

learning, or communities actively involved in anti-misinformation campaigns—is an 

effective strategy for reinforcing positive social norms and fostering a digitally ethical 

culture within the school environment. 

Overall, the implementation of digital ethics and moral education within Islamic 

Education (PAI) requires synergy between institutional policies, teacher competence, 

parental involvement, and active student participation in creating a digital ecosystem 

grounded in Islamic values. Through a comprehensive, holistic and sustainable approach, 

PAI education can be transformed from merely the transfer of religious knowledge into a 

vehicle for character building that equips learners with digital competences and ethical 

awareness to become responsible digital citizens of noble character who contribute 

positively to society in this era of technological disruption. 

 

A Critical Analysis of the Challenges and Strategies for Strengthening Islamic Character 

The first and most fundamental challenge in strengthening Islamic character in the 

era of technological disruption is the low level of digital literacy among PAI teachers, 

which, according to national research, remains in the moderate to basic category, with the 

main obstacles including limited training, disparities in digital infrastructure, and a lack of 

integrated policy support (Wahyudi et al., 2025). PAI teachers’ digital literacy 

competencies significantly influence their ability to cope with digital change, and based on 

field findings in various Islamic schools, the majority of teachers still face difficulties in 

mastering the digital technologies required for online learning, such as managing e-

learning platforms, creating digital content, and utilising interactive media (Sulastri et al., 

2023). The low level of digital literacy among PAI teachers is a major obstacle to the 

implementation of technology-based learning; consequently, a curriculum that 

emphasises the integration of technology has not yet been implemented optimally as it is 

not in line with teachers’ readiness. 

This digital skills gap is exacerbated by a lack of ongoing training, limited school 

facilities, insufficient support from education policy, and a teaching culture that remains 

conventional, making Islamic Education (PAI) teachers reluctant or unable to adapt to the 

paradigm shift towards learning (Safrudin and Sesmiarni, 2022). Curricula emphasising 

technology integration, such as the Merdeka Curriculum in the Society 5.0 era, have not 

yet been optimally implemented as they are not aligned with teachers’ readiness, resulting 

in a gap between policy expectations and on-the-ground realities. Some teachers lack 

adequate digital literacy skills, making it difficult for them to design technology-based 

learning effectively, which ultimately hinders the internalisation of Islamic character values 

through digital media. 

The second challenge is technological distraction, which presents numerous 

disruptions—such as social media, online games and other entertainment applications—
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that can divert pupils’ attention away from learning activities and character development 

(Hasniati et al., 2025) . Exposure to negative content, easy access to unfiltered information, 

and lifestyles that do not always align with Islamic principles are dynamics that can 

influence the internalisation of Islamic values among the younger generation (Zahira et al., 

2025). The ease of accessing information via the internet and social media can have a 

negative impact on pupils’ character, including exposure to pornographic content, 

violence, radicalism and materialism, which contradict the Islamic values taught in schools. 

Cyberbullying and negative online behaviour are serious issues that can damage 

pupils’ mental and emotional health, as well as significantly affecting their character 

development. Without a strong foundation in character development, pupils are 

vulnerable to negative influences such as digital narcissism, cyberbullying, and 

consumerism, which are becoming increasingly prevalent in the virtual space (Fitri and 

Ridwan, 2024). Excessive use of gadgets tends to encourage individualistic attitudes, a 

decline in empathy, and a weakening of face-to-face social skills, which in turn hinders the 

process of internalising moral values that require authentic and meaningful social 

interaction. 

The third challenge is a lack of supervision and guidance from parents and teachers 

regarding the use of digital technology, which can expose pupils to content and 

interactions that do not support the development of good character (Suhartono and 

Yulieta, 2019). The problems faced in Islamic character education in the digital age include 

a lack of parental and teacher control over children’s use of digital technology, the spread 

of inaccurate and unethical information via social media, and a lack of integration of Islamic 

values into the educational curriculum (Zahira et al., 2025). The lack of digital supervision 

also exacerbates the situation, as parents and teachers often find it difficult to monitor 

pupils’ online activities effectively, particularly when children have personal devices that 

are inaccessible to parents. 

Technology addiction is also a serious issue, as spending too much time online can 

disrupt the process of internalising moral values and reduce the time available for religious 

practice, study and healthy social interaction. There is a risk of technology misuse that can 

affect pupils’ morality and behaviour, such as social media addiction, the spread of hoaxes, 

and a tendency to neglect religious values in daily life (Rahmawati et al., 2025). The crisis 

of role models in the media also poses a challenge, as public figures on social media often 

fail to demonstrate behaviour worthy of emulation, causing students to lose role models 

they can look up to in terms of digital ethics. 

On the other hand, the era of technological disruption also presents a significant 

opportunity for the strengthening of Islamic character, where digital technology can be 

utilised as an effective tool in supporting the internalisation of Islamic character values 

through various learning media, such as educational videos, online learning platforms, and 

interactive applications (Wicaksono, 2021). The integration of Islamic Education (PAI) and 

Information and Communication Technology (ICT) has been implemented through digital 

project-based learning, teachers setting a good example, and collaboration between 
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schools and parents in monitoring pupils’ digital behaviour, which conceptually represents 

an adaptive model of Islamic education that harmonises technological progress with moral 

values. This synergy between Islamic Education (PAI) and ICT- s contributes to developing 

a generation that is digitally literate yet remains ethical and of good character in the 

Society 5.0 era. 

The first strategy for strengthening Islamic character is the integration of Islamic 

values into digital learning, whereby PAI teachers need to design lessons that explicitly 

integrate moral values into every technology-based activity, such as incorporating moral 

reflection into online assignments, providing character-building feedback, and creating an 

Islamic digital culture in virtual classrooms (Salisah et al., 2024). Islamic Education (PAI) 

teaching that remains cognitively oriented is not yet fully effective in internalising moral 

values within a digital context; therefore, innovative strategies are required in the form of 

integrating religious digital literacy, which not only teaches technical skills but also fosters 

ethical and spiritual awareness in the use of technology (Ramadhan, 2023). This approach 

ensures that technology serves as a vehicle for the transformation of values, rather than 

merely a tool for the transfer of information. 

The second strategy is to strengthen teachers’ role modelling in the digital space, 

whereby PAI teachers must be able to serve as digital role models by demonstrating ethical 

behaviour in the use of social media, such as creating positive content, responding to 

criticism politely, and disseminating accurate information through their personal accounts. 

Teachers’ exemplary behaviour and digital ethics have been shown to strengthen pupils’ 

religious character, moral responsibility and critical thinking when utilising digital 

technology (Putro, 2022). Without such exemplary behaviour, digital ethics education will 

remain mere rhetoric without any transformative impact on pupils’ behaviour, as children 

learn more from what they see than from what they hear. 

The third strategy is the strengthening of digital literacy based on Islamic values, 

which encompasses cognitive (conceptual understanding), technical (practical skills), 

ethical (moral awareness) and spiritual (transcendental awareness) dimensions, so that 

pupils are not only technically proficient but also possess a strong moral and spiritual 

foundation (Puspitasari et al., 2022). Digital literacy is a key innovation in Islamic Education 

(PAI) that encompasses critical thinking, the ethical use of technology, and the productive 

utilisation of digital resources; however, there remains a digital skills gap amongst 

teachers and pupils that hinders the implementation of technology-based learning in 

schools (Nurazizah et al., 2022). Digital literacy development models such as INSTANT have 

been designed as a solution to improve the digital literacy and professional competence 

of PAI teachers, and have been proven to be valid and effective based on expert reviews 

and field trials. 

The fourth strategy involves collaboration between schools and parents in 

fostering a digitally ethical ecosystem, whereby madrasahs establish strategic 

partnerships through ‘Raising Children in the Digital Age’ parenting workshops, digital 

school communities, digital community forums, and cross-sectoral programmes that 
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integrate the efforts of various stakeholders (Noor and Damariswara, 2022). Synergy 

between schools and families is essential because character education in the digital age 

faces a range of complex challenges, including the negative influence of social media, a 

decline in face-to-face social interaction, and a lack of control over the digital content 

consumed by pupils. This collaboration can be achieved through school communication 

groups, parenting sessions to align the values taught at school with practices at home, and 

a joint monitoring system to detect potential breaches of digital ethics at an early stage. 

The fifth strategy is a reflective-dialogic learning approach that emphasises critical 

discussion of digital ethical dilemmas, analysis of contemporary case studies, and personal 

reflection on the relationship between technology and spirituality, thereby enabling 

learners to develop critical thinking skills and a deep sense of moral awareness (Muhalli, 

2023). The transformation of Islamic Education (PAI) strategies to become more 

contextual and adaptive is an urgent necessity so that religious education can serve as an 

agent in shaping the character of the digital generation—one that is faithful, critical and 

of integrity. This approach enables learners not only to memorise norms, but also to 

understand the rationale and relevance of Islamic values in confronting the complexities 

of the digital space. 

Overall, the challenges and opportunities for strengthening Islamic character in the 

era of technological disruption require a systemic, holistic and sustainable response, 

involving synergy between enhancing teacher competence, strengthening infrastructure, 

multi-stakeholder collaboration, and pedagogical transformation oriented towards 

character building. Through the implementation of a comprehensive strategy, Islamic 

Education (PAI) can be transformed from merely the transfer of religious knowledge into 

a vehicle for character development that equips pupils with digital competences and 

ethical awareness to become responsible digital citizens of noble character who make a 

positive contribution to society in this era of technological disruption. 

 

Conclusion 

Strengthening Islamic character in Islamic Religious Education (PAI) amidst 

technological disruption requires a comprehensive and integrated approach, in which 

moral education and digital ethics cannot be separated from the day-to-day learning 

process. The implementation of digital ethics education within PAI has demonstrated 

various effective models, such as the integration of Islamic values into technology-based 

learning, teachers serving as exemplary digital role models (uswah hasanah), the use of 

digital media for daily moral guidance, and strategic collaboration between schools and 

parents in creating a digital ecosystem grounded in Islamic values. However, this 

implementation still faces significant challenges, including low digital literacy among PAI 

teachers, technological distractions that divert pupils’ attention from learning activities, a 

lack of supervision from parents and teachers, and exposure to negative content that can 

undermine pupils’ character development. 
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These challenges call for a systematic and multidimensional strategy to strengthen 

Islamic character, encompassing the integration of Islamic values into every digital 

learning activity, reinforcing teachers’ role as role models in the digital space, developing 

digital literacy grounded in Islamic values that covers cognitive, technical, ethical and 

spiritual dimensions, and close collaboration between schools and families in shaping a 

morally sound digital ecosystem. A reflective-dialogic learning approach that emphasises 

critical discussion of digital ethical dilemmas and the analysis of contemporary case studies 

has also proven effective in developing students’ critical thinking skills and moral 

awareness. Thus, technology serves not only as a learning aid but also as a platform for 

direct practice in internalising moral values within the real-life context of digital life. 

Overall, the strengthening of Islamic character in Islamic Education (PAI) in the era 

of technological disruption is not merely a technical adaptation to digital progress, but 

rather a pedagogical transformation that places Islamic values at the foundation of every 

digital interaction. The success of this endeavour requires a collective commitment from 

all education stakeholders—ranging from policymakers, school administrators, teachers 

and parents to the wider community—to create a digital ecosystem conducive to shaping 

a generation of Muslims who are technologically literate, possess noble moral character 

and act ethically in navigating the complexities of the digital space in the Society 5.0 era. 
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