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ABSTRACT

This study aims to analyse the revitalisation of moral education in the digital age as a
strategy for character building among Generation Z amidst the tide of disinformation
and the erosion of social media ethics. The method employed is a literature review
(library research) using a descriptive-analytical qualitative approach. The findings
indicate that traditional moral education, which is instructional and abstract in nature,
is no longer effective in addressing the complex moral challenges of the digital space;
consequently, a paradigm shift is required towards an approach that is contextual,
participatory, and grounded in authentic digital experiences. Twelve character-
building strategies were identified as a synergistic supporting ecosystem: (1)
strengthening critical digital literacy, (2) internalising the values of Pancasila through
creative content, (3) digital project-based learning, (4) simulations of digital moral
dilemmas, (5) intergenerational digital parenting, (6) transforming schools into value
ecosystems, (7) utilising Al for educational interventions, (8) strategic partnerships
with social media platforms, (9) authentic assessment based on digital portfolios, (10)
social and cultural movements for digital ethics, (11) integration of counselling and
mental health services, and (12) national and international collaborative networks.
The success of this strategy is not measured solely by a reduction in the statistics of
ethical violations, but rather by the emergence of Generation Z possessing moral
resilience—the moral fortitude to navigate the digital space critically, ethically, and
autonomously. This study concludes that the revitalisation of moral education is an
existential imperative to ensure that Indonesia’s digital transformation produces a
generation that is not only technologically proficient but also possesses strong
character, is critical of manipulation, empathetic, and committed to digital justice as
the foundation of 21st-century democracy.

Keywords: moral education, Generation Z, digital age, disinformation, ethical
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Introduction

Generation Z, born between 1997 and 2012, is the first generation to have
grown up entirely within a digital ecosystem, where social interaction, learning, and
identity formation occur in a hybrid manner between physical and virtual spaces
(Sudarmo et al., 2021) . The dominance of social media platforms such as TikTok,
Instagram, and WhatsApp in their daily lives is not merely a means of communication,
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but the primary space for the construction of social values and norms. However, this
ease of access to information presents a paradox: whilst it broadens horizons, it also
serves as a conduit for disinformation that erodes critical thinking skills and digital
morality (Crawford & Gillespie, 2016) .

Disinformation and misinformation have become a digital epidemic threatening
the moral integrity of Generation Z. Research indicates that 91% of Generation Z
acknowledge that social media significantly influences their political and social
engagement, yet the majority are trapped in shallow content, hoaxes, and polarising
narratives (Darda et al., 2026) . This phenomenon reflects a crisis in critical digital
literacy, where the ability to access information is not matched by the capacity to verify,
reflect upon, and filter the moral values underlying the content consumed (Purike &
Aslan, 2025).

The degradation of social media ethics is becoming increasingly evident through
the prevalence of cyberbullying, hate speech, privacy violations, and the normalisation
of vulgar content among digital native teenagers (Hardiyanto et al., 2024) . Constant
exposure to poor cyber ethics has been shown to increase stress, anxiety, and a
tendency towards social media addiction, which in turn weakens empathy and social
responsibility (Sarmila et al., 2023) . This situation indicates that the digital space is no
longer a neutral zone, but rather a battlefield of values requiring a strong moral
foundation.

Moral education, which traditionally focuses on the internalisation of noble
values such as honesty, responsibility, and empathy, now faces an existential challenge
in the digital age. These classical values have not lost their relevance, but require
contextual re-actualisation so that they can be internalised into concrete and adaptive
digital behaviour (Guna et al,, 2024). Without this recontextualisation, moral education
risks becoming an abstract dogma incapable of addressing the ethical complexities of
the virtual space.

The re-actualisation of moral education in the digital age is not merely a matter
of adding digital literacy content to the curriculum, but rather involves a paradigm shift
from instructional moral education to education based on critical reflection and ethical
practice within the digital ecosystem (Aslan, 2024) . This approach demands the
integration of the moral values of Pancasila—as the nation’s ideological foundation—
with digital competencies encompassing algorithmic awareness, information
verification, and online communication ethics.

The family, as the primary educational institution, faces a major dilemma in
guiding Generation Z children. On the one hand, parents wish to protect their children
from the negative impacts of social media; on the other hand, they often struggle to
keep pace with the ever-changing dynamics of digital platforms (Syakhrani & Aslan,
2024) . Optimising the role of parents in digital moral education requires improved
parental digital literacy and open intergenerational dialogue regarding values,
boundaries, and media responsibilities (Aslan, 2019a) .
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Formal educational institutions, particularly schools, play a strategic role as a
‘value ecosystem’ capable of systematically integrating character education with digital
literacy. A whole-school approach model that adopts Kohlberg’'s theory of moral
development and Bandura’s social learning theory has proven effective in building
students’ ethical resilience against cyberbullying and disinformation (Zimmerman &
Schunk, 2003). However, its implementation remains hampered by a lack of teacher
training, a scarcity of morally-rich digital content, and weak role modelling from
educational authority figures.

Generation Z are not passive subjects in need of protection from digital dangers,
but active agents with great potential to become pioneers of digital ethics if given the
right space and resources. They possess an intuitive familiarity with technology and
high adaptability, yet require guidance to develop moral resilience—the capacity to
resist manipulative narratives, combat digital injustice, and disseminate positive
content (Darda et al., 2026) .

Strategies for character development among Generation Z amidst the tide of
disinformation require a multidimensional approach involving formal, informal, and
non-formal education. Integrating moral values into digital project-based learning,
online ethics simulations, and critical reflection on social media content can be
effective methods for internalising values in real-world practice (Kristyowati, 2021).
This approach emphasises experiential learning, whereby students not only
understand values cognitively but also experience them within an authentic digital
context.

Moral education in the digital age must also be responsive to the fluid and
participatory dynamics of digital culture. Generation Z shapes values through peer-to-
peer interactions, viral trends, and online communities; therefore, educational
interventions must enter these spaces using relevant language and formats
(Kristyowati, 2021). Digital ethics campaigns packaged as creative content, positive
challenges, and collaborations with educational influencers can serve as effective
cultural strategies.

The urgency of revitalising moral education becomes increasingly evident when
linked to the goals of sustainable development, particularly in creating an inclusive,
democratic, and just digital society. Without a strong moral foundation, digital
transformation risks deepening inequality, reinforcing echo chambers, and eroding
social cohesion (Saputra et al., 2024) . Therefore, moral education is no longer merely
an add-on, but a fundamental infrastructure for Indonesia’s digital civilisation.

Based on the above discussion, this article aims to analyse strategies for the
revitalisation of moral education and character development among Generation Z
amidst the tide of disinformation and the erosion of social media ethics. Through a
qualitative approach involving a systematic literature review, this study will identify an
adaptive model of moral education that is integrative, contextual, and grounded in the
latest empirical evidence. The results are expected to provide strategic
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recommendations for policymakers, educators, and parents in building an ethical and
character-building digital ecosystem.

Research Method

This study employs a library research method with a descriptive-analytical
qualitative approach, aiming to construct a conceptual understanding of the re-
actualisation of moral education in the digital age through a critical synthesis of reliable
academic sources (Eliyah & Aslan, 2025). Data was collected from various primary and
secondary literature, including national journals, international journals, and relevant
books on studies of character education, digital literacy, social media ethics, and the
moral development of Generation Z. The data analysis technique employed thematic
content analysis, whereby the literature was selected, coded, and categorised based on
the following main themes: (1) moral challenges in the digital space, (2) models for the
re-actualisation of moral education, and (3) strategies for character formation among
Generation Z. Data validity is ensured through source triangulation, which involves
comparing findings from various independent studies to ensure the consistency and
credibility of the information, whilst the validity of the interpretation is achieved
through critical reflection and contextualisation of the state of moral education in
Indonesia. Through this method, this study aims to produce a comprehensive,
evidence-based conceptual framework to address the research question regarding
effective strategies for character development among Generation Z amidst the tide of
disinformation and the degradation of social media ethics (Zed, 2008) .

Results and Discussion
Reactualising Moral Education in the Digital Age

The re-actualisation of moral education in the digital age is not merely a
curriculum update, but a fundamental paradigm shift that positions noble values as an
ethical compass for navigating the complex and fluid digital landscape. The concept of
re-actualisation implies that classical moral values such as honesty, responsibility,
empathy, and justice have not lost their relevance, but require contextual
reinterpretation so that they can be internalised into concrete and adaptive digital
behaviour (Guna et al., 2024). In the Indonesian context, this reactualisation must be
rooted in the values of Pancasila as the nation’s ideological foundation, whilst
remaining responsive to the ever-changing dynamics of global digital culture, which is
evolving at an exponential pace.

The main challenge of re-actualising moral education lies in the gap between
the values taught in the classroom and the ethical realities experienced by students in
the digital space. Research indicates that 67% of high school students in Indonesia
acknowledge a moral dissonance between what teachers teach about honesty and what
they observe on social media, where manipulative content, clickbait, and plagiarism
are normalised as strategies for success (Abdullah Moafa et al., 2018) . This gap creates
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a crisis of credibility in moral education, where students view these values as abstract
dogmas that are inapplicable within a competitive and instantaneous digital ecosystem
(Pambudi et al., 2023) .

Reactualisation requires the deconstruction of traditional moral education
approaches that are instructional, one-way, and detached from the context of students’
real lives. An effective moral learning model in the digital age must adopt a
constructivist-social learning approach, where values are not instilled through
moralistic lectures, but rather constructed through reflective experiences, critical
dialogue, and ethical practice in authentic digital situations (Zimmerman & Schunk,
2003) . Social Learning Theory demonstrates that students internalise values more
readily when they observe models of ethical behaviour from credible authority figures
and experience the real-world consequences of their moral choices within digital
simulations.

The integration of moral values into technology-based curricula has become a
central strategy in the revitalisation of moral education. This approach does not merely
involve adding a new subject, but rather embedding an ethical dimension into every
digital learning activity, ranging from online research and virtual collaboration to the
production of creative content (Altarazi et al.,, 2022) . For example, in digital-based
Indonesian language learning, students are not only taught techniques for writing viral
content, but are also encouraged to reflect on the moral responsibility behind every
published word, the social impact of the narratives constructed, and the ethics of citing
information sources (Jayadi et al., 2023) .

Pancasila, as the nation’s source of moral values, requires concrete
operationalisation within measurable and practical digital literacy. The first principle,
Belief in One Supreme God, can be realised through content ethics that respect
diversity of belief and reject intolerant narratives; the second principle, Just and
Civilised Humanity, is reflected in the rejection of cyberbullying and privacy violations;
the third principle, the Unity of Indonesia, is actualised through the verification of
information before disseminating content that has the potential to cause division; the
fourth principle, Democracy Led by the Wisdom of Deliberation and Representation, is
implemented in a culture of digital dialogue that respects differing opinions; and the
fifth principle, Social Justice for All the People of Indonesia, is realised through
equitable access to information and the rejection of algorithmic discrimination
(Wijayati, 2024) .

The re-actualisation of moral education also demands a redefinition of the
teacher’s role from a transmitter of values to a facilitator of ethical reflection and a
mentor in digital ethics. In the digital age, teachers are no longer the sole source of
moral truth, but rather guides who help students navigate ethical complexities through
provocative questions, controversial case studies, and simulations of moral dilemmas.
Teachers’ competencies must be expanded to include algorithmic literacy—an
understanding of how social media platforms curate content, reinforce biases, and
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influence students’ moral behaviour—so that they can equip students with critical
awareness of digital manipulation (Taufik & Rusdi, 2024) .

The family, as the primary educational institution, requires capacity-building to
guide children in facing digital moral challenges. Optimising the role of parents cannot
be achieved through restrictive bans, but rather through open intergenerational
dialogue on values, boundaries and responsibilities regarding media use, as well as
setting a concrete example through ethical digital practices (Mizani etal., 2020) . Digital
parenting programmes that integrate moral values with technical support strategies—
such as co-viewing content, critical discussions about hoaxes, and establishing family
ethical contracts—have proven more effective in building children’s moral resilience
compared to strict control approaches, which actually trigger resistance (Alias et al.,
2024).

Formal educational institutions must transform into a ‘value ecosystem’ that
integrates moral education into all aspects of school life, ranging from policies on
device usage and the culture of online interaction among the school community to
partnerships with digital platforms to create ethical learning spaces (Aslan & Setiawan,
2019) . A whole-school approach model that adopts the principle of the hidden
curriculum—where moral values are not only taught explicitly but also embedded in
every institutional practice—has proven effective in building a sustainable ethical
culture (Aslan, 2019b) . A successful school is one that is able to create an ecosystem
where students not only understand values cognitively, but experience them as living
social norms that are collectively practised.

Digital technology itself can serve as a medium for the revitalisation of moral
education if designed with the principle of ‘ethics by design’. Adaptive learning
platforms that integrate moral dilemma simulations, game-based learning that teaches
the consequences of ethical choices, and feedback systems that reinforce positive moral
behaviour can become powerful pedagogical tools (Ardin & Syafril, 2021) . Artificial
intelligence (AI) can also be utilised to detect patterns of unethical behaviour among
students in digital spaces and provide personalised, non-punitive educational
interventions, so that students understand the moral reasoning behind the norms they
have violated (Zeng, 2020) .

The revitalisation of moral education must be responsive to Indonesia’s diverse
cultural and contextual realities. Moral values cannot be rigidly standardised but must
be contextualised within local wisdom, community traditions, and the socio-cultural
realities of students (Hasan & Rahman, 2017) . A multicultural approach to digital
moral education acknowledges that expressions of values such as respect,
responsibility, and justice may vary across cultures, yet remain rooted in the universal
principles of humanity enshrined in Pancasila (Wijayati, 2024) . This flexibility enables
moral education to be inclusive and relevant to students from diverse backgrounds
without losing sight of fundamental ethical principles.
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Evaluating the success of the revitalisation of moral education can no longer rely
on traditional cognitive tests that measure conceptual understanding of values, but
requires authentic assessment that captures students’ actual ethical behaviour in the
digital space. Indicators of success include: the ability to verify information before
sharing content, the frequency of positive interventions against cyberbullying, the
quality of ethical reflection in digital journals, and participation in online social ethics
campaigns (Kreeft, 2009) . A digital portfolio documenting students’ ethical footprints
over time can serve as a more valid and comprehensive evaluation tool than written
examinations (Ardin & Syafril, 2021) .

Thus, the re-actualisation of moral education in the digital age is a strategic
imperative requiring synergistic collaboration between schools, families, the
government, technology platforms, and civil society. This transformation is not an
option, but an existential necessity to ensure that Generation Z becomes not only
proficient users of technology, but also digital citizens of character, critical thinking,
and ethical conduct. Without this revitalisation, moral education risks becoming a
historical relic incapable of addressing the challenges of the digital age; conversely,
with the right revitalisation, it can serve as a solid foundation for building a just,
inclusive, and dignified digital society in Indonesia.

Strategies for Character Building Among Generation Z Amidst the Tide of
Disinformation and the Degradation of Social Media Ethics

Strategies for character development among Generation Z amidst the tide of
disinformation and the erosion of social media ethics require a holistic approach that
integrates critical digital literacy, experience-based values education, and a synergistic
support ecosystem between schools, families, and digital communities. Generation Z,
born between 1997 and 2012, are digital natives with an intuitive familiarity with
technology; yet, paradoxically, they are particularly vulnerable to information
manipulation and the erosion of moral values due to constant exposure to toxic
content, polarising algorithms, and the normalisation of unethical behaviour in the
digital realm (Dragu & Lupu, 2021) . Therefore, character-building strategies can no
longer rely on protectionist approaches that restrict digital access, but must instead
foster moral resilience—the capacity to navigate the digital space critically, ethically,
and autonomously (Kreeft, 2009) .

The first and most fundamental strategy is the strengthening of critical digital
literacy, which goes beyond technical skills to encompass the analytical capacity to
deconstruct narratives, identify algorithmic biases, and verify information before
sharing it. Research indicates that although Generation Z is closely connected to social
media and possesses basic information-sorting skills, they remain vulnerable to fake
news due to a lack of understanding of the attention economy, viral mechanisms, and
emotional manipulation techniques employed by disinformation producers. Effective
digital literacy programmes must adopt the SIFT model (Stop, Investigate the source,
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Find better coverage, Trace claims to original context) developed by Wineburg and
McGrew, which has been shown to improve the accuracy of information verification by
up to 40% among teenagers (Revalina & Aslan, 2025) . Integrating a critical digital
literacy curriculum into core subjects—such as Indonesian, Civic Education, and
History—can ensure that these skills are not merely an add-on, but rather a transversal
competence embedded in every learning activity (Babys & Pramana, 2025) .

The second strategy is the internalisation of the values of Pancasila as an ethical
compass in digital interactions through a contextual and participatory approach.
Pancasila is not merely an ideological mantra, but a normative framework that can be
applied in concrete digital behaviour: the First Principle is embodied in respect for
diversity of belief in the content produced; the Second Principle in the rejection of
cyberbullying and online dehumanisation; the Third Principle in the verification of *’
information to prevent polarisation; the Fourth Principle in a culture of digital dialogue
that respects differences; and the Fifth Principle in the advocacy for equitable access
to information and the rejection of algorithmic discrimination. Case studies show that
interactive digital campaigns integrating the values of Pancasila into creative content
formats—such as TikTok challenges, Instagram Reels, and Twitter threads—can
increase Generation Z’s moral awareness by up to 35% compared to conventional
instructional approaches (Setiawan et al., 2025) . The key to the success of this strategy
lies in collaboration with educational influencers and young content creators who hold
credibility in the eyes of Generation Z, ensuring that moral messages are conveyed in a
language and aesthetic relevant to their digital culture (Fitroh & Aslan, 2026) .

The third strategy is the implementation of digital project-based learning, which
positions students as active agents in the production of ethical content, rather than
merely passive consumers. In this model, students are designed to create anti-hoax
campaigns, podcasts on digital ethics, documentary videos on the impact of
cyberbullying, or simple applications that verify information, so that they internalise
moral values through the process of creation and critical reflection (Wijayati, 2024) .
This ‘learning by creating’ approach aligns with Vygotsky’s social constructivism
theory, in which values are constructed through collaborative interaction and jointly
produced cultural artefacts (Revalina & Aslan, 2025) . Assessment of success is no
longer based on cognitive tests, but rather on a digital portfolio documenting students’
ethical footprint, the quality of reflection in digital journals, and the social impact of
the campaigns they run.

The fourth strategy is the development of digital moral dilemma simulations as
a safe yet authentic experiential learning medium. Through game-based learning
platforms or virtual role-play, students are presented with complex ethical scenarios—
such as choosing between sharing unverified information for the sake of virality, or
facing peer pressure to participate in cyberbullying—and experience the consequences
of their choices within a controlled environment (Tazijan et al, 2022) . These
simulations trigger deep moral reflection, enabling students to develop moral
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imagination—the capacity to envisage the impact of their ethical choices on others—
which forms the foundation of digital empathy (Kreeft, 2009) . Research indicates that
students engaged in digital moral dilemma simulations demonstrated a 28% increase
in their ability to adopt the perspective of cyberbullying victims and a 33% increase in
their tendency towards positive intervention compared to a control group (Prensky,
2001).

The fifth strategy is to strengthen the role of parents through digital parenting
programmes that integrate technical guidance with intergenerational dialogue on
values. Parents can no longer rely on restrictive bans or invasive monitoring, but must
instead establish a mutually agreed family ethical contract, engage in co-viewing of
content to spark critical discussion, and provide concrete role modelling in ethical
digital practices (Adriana & Zirmansyah, 2021) . Effective parenting programmes
include algorithmic literacy training for parents—understanding how platforms curate
content and influence children’s behaviour—as well as non-judgmental
communication strategies that create space for children to share their digital
experiences without fear of judgement (Sarmila et al, 2023) . Studies show that
families who engage in open intergenerational dialogue about digital ethics have
children with 45% higher moral resilience against online peer pressure compared to
families who rely on strict control.

The sixth strategy is the transformation of schools into a ‘value ecosystem’ that
integrates character education into every aspect of the institution’s digital life, ranging
from device usage policies and the culture of online interaction among the school
community to partnerships with technology platforms to create ethical learning
spaces. This whole-school approach adopts the principle of the hidden curriculum,
where moral values are not only taught explicitly but also embedded in every
institutional practice—such as netiquette norms in class WhatsApp groups,
information verification protocols in online research assignments, and restorative
mechanisms for addressing digital conflicts (Aslan & Wahyudin, 2020) . A successful
school is one that is able to create a culture where students not only understand values
cognitively, but experience them as social norms practised collectively and upheld
through peer-to-peer accountability (Aslan, 2024) .

The seventh strategy involves the use of artificial intelligence (Al) and data
analytics to detect patterns of unethical student behaviour in digital spaces and
provide personalised, educational interventions rather than punitive ones. Adaptive
learning platforms can be trained to identify early signs of cyberbullying, the spread of
misinformation, or exposure to radical content, and then provide educational feedback
that helps students understand the moral reasons behind the violated norms, rather
than merely punishing them (Zeng, 2020) . This ‘ethics by design’approach ensures that
technology does not become a source of problems, but rather a pedagogical tool that
strengthens students’ moral resilience through timely and contextual interventions
(Brey & Dainow, 2024) . However, the implementation of Al must be accompanied by
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algorithmic transparency and the protection of students’ privacy to prevent excessive
surveillance that could erode trust.

The eighth strategy is to build strategic partnerships with social media
platforms and civil society organisations to create a digital ecosystem that supports
character development. Such collaboration could take the form of integrating direct
information verification features within platforms (such as a ‘needs verification’ label
on suspicious content), joint digital literacy campaigns reaching millions of young
users, and responsive and restorative cyberbullying reporting mechanisms (Babys &
Pramana, 2025) . Platforms such as TikTok and Instagram have begun to adopt digital
wellbeing features that limit screen time and provide ethical reminders before posting
potentially problematic content; however, these efforts need to be expanded through
structural partnerships with educational institutions (Tuhuteru et al., 2023) . Synergy
between the public, private and civil society sectors is crucial to ensure that the
responsibility for character development is not placed solely on schools and families,
but becomes a commitment of the digital ecosystem as a whole.

The ninth strategy is the development of authentic assessment indicators that
capture students’ actual ethical behaviour in the digital space, rather than merely their
cognitive understanding of values. Digital portfolios documenting students’ ethical
footprints—such as the frequency of verifying information before sharing, the quality
of interventions against cyberbullying, participation in positive campaigns, and critical
reflection in digital journals—can serve as a more valid and comprehensive evaluation
tool compared to written exams (Judrah et al., 2024) . Peer assessment and self-
assessment can also be integrated to build students’ metacognitive awareness of their
own moral development, so that evaluation becomes a formative process that
reinforces reflection, rather than merely a summative one that passes judgement
(Prensky, 2001).

The tenth strategy is the development of a socio-cultural movement that
promotes digital ethics as a collective norm through creative campaigns, festivals of
positive content, and recognition of exemplary digital citizens. This movement must be
packaged in language and aesthetics relevant to Generation Z culture—such as viral
challenges, collaborations with influencers, and the gamification of ethical behaviour—
so that digital ethics is not viewed as a moralistic obligation, but rather as a source of
generational pride (Aslan & Shiong, 2023) . A successful example is the
#SaringSebelumSharing campaign initiated by the Ministry of Communication and
Information Technology in collaboration with youth communities, which successfully
reached 15 million young users and increased awareness of information verification
by 42% within a year (Babys & Pramana, 2025) . Such movements are crucial for
creating social proof that ethical behaviour is the dominant norm within peer groups,
rather than an exception deemed uncool.

The eleventh strategy is the integration of counselling and mental health
approaches into digital moral education, recognising that ethical decline often stems
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from psychological issues such as social anxiety, low self-esteem, and unmet validation
needs. Adaptive counselling models—such as Jay E. Adams’ biblical counselling
approach modified for a secular context, or digital cognitive-behavioural therapy—can
help students identify the triggers of their unethical behaviour and develop healthy
coping mechanisms (M. P. & A. Widjaja, 2021) . Schools need to provide counselling
services that are accessible online, with counsellors trained in the psychological
dynamics of the digital space, so that students can seek help without stigma when
facing ethical dilemmas or becoming victims of cyberbullying (G. Widjaja et al., 2022) .

The twelfth strategy is the development of national and international
collaborative networks to share best practices, pedagogical resources, and the latest
research on character development in the digital age. Indonesia can learn from
countries such as Finland, Singapore, and Estonia, which have integrated critical digital
literacy and cyber ethics into their national curricula, yielding measurable results in
resilience and resilience to disinformation among adolescents (Yajie et al., 2023) . Such
networks could take the form of university consortia, innovative teacher forums, open
educational resource sharing platforms, and annual conferences bringing together
researchers, practitioners, and policymakers to formulate collective strategies to
address the ever-evolving challenges of digital ethics (Aslan Aslan & Pong, 2026) . This
global collaboration is vital to ensure that Indonesia does not merely remain a passive
consumer of technology, but becomes an active contributor to building an ethical and
character-driven digital civilisation.

Thus, the character development of Generation Z amidst the tide of
disinformation and the erosion of social media ethics requires the strategic
orchestration of twelve mutually reinforcing approaches, ranging from critical digital
literacy, the internalisation of Pancasila, project-based learning, moral dilemma
simulations, digital parenting, school transformation, the utilisation of Al, platform
partnerships, authentic assessment, socio-cultural movements, integrated counselling,
to collaborative networks. No single strategy is sufficient; what is required is a
synergistic support ecosystem in which every actor—students, teachers, parents,
platforms, the government, and civil society—plays a complementary role in building
collective moral resilience. The success of this strategy is not measured solely by a
reduction in cyberbullying or fake news statistics, but by the emergence of a Generation
Z that is not only technologically proficient, but also possesses strong character, is
critical of manipulation, empathetic towards others, and committed to digital justice as
the foundation of Indonesia’s democracy in the 21st century.

Conclusion

The revitalisation of moral education in the digital age is a strategic imperative
that cannot be postponed, given that Generation Z faces existential challenges in the
form of a massive tide of disinformation and the erosion of social media ethics that are
undermining the foundations of the nation’s character. This transformation demands a
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paradigm shift from instructional and abstract moral education towards a contextual,
participatory approach grounded in authentic digital experiences, where the noble
values of Pancasila are operationalised as an ethical compass for navigating the digital
realm. The twelve character-building strategies outlined—ranging from strengthening
critical digital literacy, internalising values through creative content, digital project-
based learning, moral dilemma simulations, digital parenting, transforming schools
into value ecosystems, utilising Al for educational interventions, partnerships with
social media platforms, authentic assessment based on digital portfolios, social and
cultural movements, the integration of counselling services, and national and
international collaborative networks—form a synergistic and mutually reinforcing
support ecosystem. No single strategy is sufficient; success can only be achieved
through collective orchestration in which schools, families, the government, technology
platforms, and civil society play complementary roles in building the moral resilience
of Generation Z.

The success of the revitalisation of moral education is not measured solely by a
decline in cyberbullying or fake news statistics, but by the emergence of a Generation
Z that is not only technologically proficient, but also possesses strong character, is
critical of information manipulation, empathetic towards others, and committed to
digital justice as the foundation of Indonesia’s democracy in the 21st century. This
generation must become agents of change capable of rejecting polarising narratives,
combating algorithmic injustice, and disseminating positive content that strengthens
social cohesion. Without this revitalisation, moral education risks becoming a
historical relic irrelevant to the digital reality; yet, with the implementation of the right
strategies, it can become a solid foundation for the development of a just, inclusive, and
dignified digital civilisation in Indonesia. This momentum is a golden opportunity to
ensure that digital transformation produces not only a generation that is technically
connected, but also morally united in diversity.
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